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Overview

Most of the online crimes you hear of abuse the Domain Name System in some way. Whether a scam artist hides his identity by
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Study on
Domain Name System (DNS) Abuse
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Figure 2 - Sum of absolute counts of security threat domalns across threat gTLD types over time
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Distnbution of Secunty Threat Domains across Types

25 (2

B Fhizhing
1 Mabware
E Spom

(NN -0z go4
[N W 770z uer

LZ0E @=(]
20T MO
LZOE 120
20T 923
1 20T By
V20T Inr
LZ0Z unp
LEOT AEwR
LZOZ oy
LZOE FEpy

1202 ged
|1 WE

[N I 77 26
| EEACY
| ERTe

O N 77 deg

(N 707 Dy

1| WENRALN

| WEARAT

[ OFOT AEp,

m 1 LT

OO B 7o o

OO =0z a54

(N N - u=r

I N () o=C

(O I .0z o

(N -7 on

[ BN -7 deo

[ N .7 Gy

[ B 107 T

[ N o
(Y T .0z fe
Y T o o
(I I - o oy
(I N Lo e
I B o uEr
. § EIRE
[ I ) oy
1 M
I T )7 des
I B - (7 By
P § ALy
(R B -0 un
[ I .07 e
O I o o oy
T T < o7 ey
Y T | (7 o4
(I T < O uer
O N . 07 28]
(I N 0z Aok
(I I . 07 0

_D_ E _U. 5_ _u_
[t L L o o o
sulewop AUnoas palsi| 10 Jeguinn

[ Command & Control

Figure 4 - Distribution of security threat domains across threat types over time



DNS Abuse “Ecosystem”

[ I l
( gTLDS) Within ICANN Remit | Beyond ICANN DNS ' Infrastructure ' Content :
| i | I
‘ctrati | : Other : I
Registration I |
Data (WHOIS/ | ___ | Internet/Web | :
RDAP) : L Apps & ; :
' o Platforms : !
T : . Professional 1 "
. Generated : 5
Registr Bt Registrar . - Content I »
BISTY  le— 8 <> Registrant - G ISPs | -
System System ! | I
1 """"""""" e ] l I
| ' l |
I | Authoritative \
> gTLD DNS : { DNS Servers [ O\ IIRSesoIvers  User :
! (Hosts) (ISPs) . Generated |
' k — . Content |
I -—SEERE | |
| IANA Root DB ! L | |
/ | o l !
I b ‘ !
Root DNS —|  ccTLD DNS .| Web &Email | :
| ! Hosting ! ®
: g WWWeaSia




Not DNS Abuses that
TLD registries do
have policies to
mitigate against (e.g.
UDRP & Rights
Protection, CSAM,
etc.)

Cyber Abuses

Abuses
DNS Abuses that .
appropriate for

TLD registries are AL
to mitigate mitigation b.V Top
against (Phishing, Level Domain

malware, etc.) (TLD) Registries



Malicious
Registrations

Phishing
Malware
Botnets

Pharming

Spam

(as a vector)
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m Kids' Best Interest Domain.
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2022.04.04

.KIDS TLD Officially delegated to the Root Zone
Happy Children’s Day from DotKids Foundation to all our young
friends in Hong Kong and Taiwan!

April 4th is a day that celebrates kids! This Children's Day, we're
especially excited to share our commemoration of the historical
delegation of the ".kids' domain to the Internet's root system by
ICANN! This means the space dedicated for kids on the Internet is
born, and that you will soon be able to choose domain names
such as www.hello.kids for your website to reach kids and
parents around the world.
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