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DNS Abuse “Ecosystem”

Registry 
System

Registrar 
System

Registration 
Data (WHOIS/ 

RDAP)

gTLD DNS

Root DNS

Authoritative 
DNS Servers 

(Hosts)

Registrant

DNS Resolvers
(ISPs)

ISPs

Web & Email 
Hosting

Other 
Internet/Web 

Apps & 
Platforms

User
Generated
Content

Professional
Generated
ContentEPP

Within ICANN Remit Beyond ICANN

En
d

 U
se

rs

DNS Infrastructure Content

Abuse

IANA Root DB

(gTLDs)

ccTLD DNS



Cyber Abuses

DNS Abuse

Abuses
appropriate for 
mitigation by Top 
Level Domain 
(TLD) Registries

Not DNS Abuses that 
TLD registries do 
have policies to 
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UDRP & Rights 
Protection, CSAM, 
etc.)

DNS Abuses that 
TLD registries are 
to mitigate 
against (Phishing, 
malware, etc.)
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